PC Cop Feature Set

OVERVIEW:

Searchable E-Mail Applications

Additional Tools for Securing Identities

Easy to Use Interactive Workspace

Help and Tutorials

Searchable File Types

Advanced Interface

Advanced Search Options

Ability to Analyze, Secure, or Shred Personally Identifiable
Information (PII)
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SEARCH:

IDENTITY TYPES

Social Security Numbers

Credit Card Numbers

Dates of Birth

Bank Account Numbers

User Names

Passwords

Passports

Dates of Birth (with over a dozen date automatic conversions)

Personal Addresses (with over hundreds of abbreviation
conversions)

Telephone Numbers

Employee IDs

Mother's Maiden Names

Drivers' Licenses

User Defined Type (allows you to search for anything)

Social Insurance Numbers (Canada)

National Insurance Numbers (United Kingdom)

National Health Service Number (United Kingdom)

Tax File Numbers (Australia)
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(pending)
(pending)
(pending)
(pending)




ADVANCED SEARCH OPTIONS

Perform search in background; gives programs priority

Search for hidden browser web data

Search for hidden browser saved passwords and stored forms
data

Search all files for passwords found in the hidden web data

Custom search for unformatted SSNs

Search only specified folders

Option to exclude specific folders on a computer from searches

Option to search Outlook Mail

Option to search Outlook Express or Windows Malil
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SEARCHABLE DISKS & FOLDERS

FAT32

NTFS

All Local Drives

All Removable Drives

Search all drives on local PC

Search all physical and virtual drives on any Windows computer
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FILE TYPES

Microsoft Excel (All versions)

Microsoft Word (All versions)

Adobe Acrobat PDF (All versions)

Compressed ZIP Files

Web Pages (HTML; others)

Rich Text Format (RTF)

Plain Text Files (ANSI, Unicode, Batch Files, Source Code,
Cookies, Instant Messenger Logs, etc.)
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E-MAIL APPLICATIONS

Microsoft Outlook 2000, XP, 2003, 2007
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> Messages

> Attachments

> Public Folders

> Notes

Microsoft Outlook Express or Windows Mail

> Messages

Mozilla Thunderbird

> Messages

> Attachments
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SYSTEM AREAS

Microsoft Internet Explorer 5, 6, 7

> Saved Passwords

> Saved Form Data

Mozilla Firefox 1.x, 2.x, 3x

> Saved Passwords

> Saved Form Data

Google Chrome

> Saved Passwords

> Saved Form Data

RockMelt

> Saved Passwords

> Saved Form Data

Microsoft Windows Registry
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SECURITY:

SECURITY

Secure Microsoft Office Files using Office using 256-bit
encryption

Secure Adobe Acrobat PDF Files using 256-bit encryption

Secure all other file types inside an encrypted Vault using 256-bit
encryption

Secure delete user names, passwords, and form data for Mozilla
Firefox

Secure delete user names, passwords, and form data for Internet
Explorer
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Redact personal information (PII) from email (replaces sesitive
information with " ****** ™)

Shred files using methods exceeding DOD deletion standards

Shred email messages and any attachments

Shred found sensitive data (temporary Internet files, cookies,
browsing history, download history, form data, passwords) from
Internet Explorer

Shred found sensitive data (browsing history, download history,
saved form history, cache, cookies, passwords) from Mozilla
Firefox
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OTHER

Open files, email messages, and Windows registry items in their
native application

Specify whether to ignore locations from current and future
searches

Specify whether to ignore ldentity matches from current and
future searches

Secure Microsoft Internet Explorer data

Secure Mozilla Firefox data

Secure any user-specified file

Shred Microsoft Internet Explorer Hidden Web Data

Shred Firefox Hidden Web Data

Store passwords securely within an encrypted Password Vault
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SAVING & REPORTING

Save as native PC Cop file (*.ath)

> .ath files are FIPS 140-2 Level 1 validated 256bit AES
encrypted

Reports can be saved for viewing within PC Cop, Microsoft
Excel, Web Browsers, or Text Editors

Print results

Specify specific information for reports to be saved (Iltem Type,
Location, Identity Match, Category, Instances)

Run as a lower priority than other applications

Save results to specified location
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|Search only for files modified since last search

| (pending) |

Usability:

INTERFACE

System Tray icon and ability to minimize to system tray

4]

Ability to associate PC Cop results files (ATH) with Identity Pro

]

Optional, easy to use, step-by-step startup and results wizards

]

Optional Password Strength Requirement to help and force users
choose safe passwords

(pending)

INTERACTION

Easy to use startup, displayed results, and activation wizards

Ability to filter results by all text or matched types

Ability to interact with results at any time; pause or stop search
at any time
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HELP & TUTORIALS

Comprehensive local Help File within program

Hyperlinks and screenshots for ease of Help use

Includes tips with descriptive text and graphics
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SUPPORTED OPERATING SYSTEMS

Windows 7: Starter, Home, Professional, and Ultimate (32- and
64-bit versions)

Windows Vista: Home, Business, Enterprise, Ultimate (32- and
64-bit versions)

Windows XP (with SP1 or greater): Home, Pro, Tablet, and
Media Center (32- and 64-bit versions)

Windows 2000 (with SP3): Professional, Server, Domain
Controller, DataCenter, and Advanced
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Top 10 ways to prevent Identity Theft

1. Don't give out your social security number.

2. Request a copy of your credit report on an annual basis.

3. Don’t ignore it when bills seem to be missing.
4. Buy a small safe or lock box.
5. Purchase a shredder.

6. Don’t give out your account numbers, addresses or other personal information
over the phone.

7. Safeguard your computer(s) with Anti Virus, Anti Spyware, and
Anti Identity Theft software.

8. Ignore internet links in emails to protect from phishing scams.
9. Don’t ignore letters concerning purchases you did not make.

10. Notify the correct anthorities immediately if you suspect you have been a victim of
identity theft.

PC COP.com

Secure your ID - Secure your PC
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